








A New Approach to Machine Safety:
prEN ISO 13849-1 — Safety-related Parts of Control Systems

4 safety integrity levels and 2 operational modes

Safety Low reques’ rate High request rate or continuous
integrity request
level Medium probability of @ dangerous failure Medium probability of a dangerous
on demand failure per hour
PFD PFH
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Relevant to the machine area?

Figure 56: Safety integrity level: IEC 61508 (universal applications) and IEC 62061 (mechanical engi-

neering application)

With respect to mechanical engineering this
means being limited to the safety-related re-
quirements of so-called higher demand mode
or for continuous demand mode (as expressed
in a PFH value) (a lower demand mode with
less than one safety function demand per year
is disregarded). In addition the safety integrity
level 4 (risk parameter: death of several people
at least, catastrophic effects) is also excluded.

Application

IEC EN 62061 is not to be dealt with in de-
tail here. However, critics remark that it has
become more difficult to handle compared to
prEN ISO 13849-1 as far as “clearer” safety-
related issues are concerned as frequently
typical of the construction of machines and
control systems and that, conversely there is
no way around IEC EN 61508 for more com-
plex issues. Another difference is the incorpo-
ration of mechanics, pneumatics and hydrau-
lics in prEN ISO 13849-1 which IEC EN 62061
does not cover due to its origin.

Figure 57: Example
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Planned compatibility of prEN ISO 13849-1 Furthermore both standards provide similar
and IEC EN 62061 (IEC EN 61508) sounding recommendations concerning which
In spite of all this, both standard-setters, i.e. standard should be applied for which ques-
both the committees of IEC EN 62061 and tions. However there is still room for criticism
prEN ISO 13849-1 — have made efforts to cre- as the prEN ISO 13849-1 standard-setter has
ate compatibility between the two standards, departed from this compromise through the
by co-ordinating the safety integrity level and implementation of subsequent alterations,
performance level requirements. Thus SIL 1 even if the application table continues to be
corresponds for example to the PL's “b” or “c” included in prEN ISO 13849-1 (refer to Figure
etc. (refer to Figure 58). 59).

Probability of a dangerous failure per hour

ENISO 13849-1 10 10- 10-6 107 108
3x10-¢
PL / / / / /
/ / / / /
/ G / b 1 C d / < /
/ / / / / / I
PL / no special / / / /
IEC62061/ [ safety , 1/ 2 /1 3
IEC 61508 requirementy / / /
Safeguard against Safeguard against
lower risks higher risks

Figure 58: Relationship between SIL and PL

Technology ISO 13849-1 (in revision) | IEC 62061
A | Non-electrics, X Disregarded
e.g. hydraulics
B | Electromechanics, Designated architectures’ All architectures and up to SIL 3
e.g. relay or simple anduptoPL=e
C | Complex electronics, Designated architectures! All architectures and up to SIL 3
e.g. programmable and up to PL=d
D | A combined with B Designated architectures’ X (EN ISO 13849-1 for A)
anduptoPL=e
E | C combined with B Designated architectures' All architectures and up to SIL 3
and up to PL =d
F | C combined with A, or C X? X3
combined with A and B
“X” means that this point is covered by the standard in the column heading.
1) Designated architectures are defined in annex B of the EN ISO 13849-1 (rev.), in order to provide a simplified quantifi-
cation of the performance level.
2) For complex electronics: use of the designated architectures in agreement with EN ISO 13849-1 (rev.) up to PL =d or
every architecture to IEC 62061.
3) For non-electrical technology: use of parts in accordance with EN ISO 13849-1 (rev.) as a partial system.

Figure 59: Recommended application of IEC 62061 and ISO 13849-1 (in revision)
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A New Approach to Machine Safety:
prEN ISO 13849-1 — Safety-related Parts of Control Systems

Will there be a transition period?

Schnelibahn-Neteplan

Final draft O

When must we start to use EN ISO 13849-1?

Transition period

2009 (2010)

2006 (2007)

© o

End of 2005

2005 (beginning of 2006)

Figure 60: Original time plan (in the second half of 2005). The “ballot, end of 2005” milestone has been

postponed to the “first half of 2006”.

The coming into force
of prEN ISO 13849-1

Current “timetable”

While IEC EN 62061 has already been formally
passed, prEN ISO 13849 finds itself still at the
final ballot stage (FDIS) and it runs the real risk
of a further editorial round. This is why only a
draft standard is available in German at the
present time (as of June 2004), while 62061
can already be bought in perfect form as IEC
EN 62061 from Beuth publishers (www.beuth.
de).

However if the current “timetable” remains,
EN ISO 13849-1 will come into force in 2006
and, after a 3 year transition period, replace
EN 954-1 completely.

Comparison with the state of the draft

in June 2004

In comparison with the state of the draft in June
2004, prEN ISO 13849-1 demonstrates a few im-
portant amendments in the final version, among
others with respect of the application range (see
above) and the risk graphs. Furthermore one
could - albeit with limitations — also realise PES
systems under prEN ISO 13849-1.

With regard to risk graphs, there are now un-
ambiguous specifications of which risks lead to
which performance level, i.e. there are no longer
any “double entries” (e.g. optionally PL x or PL y).
What is more, the risk parameter F1 (frequency
and/or duration of the hazardous exposition) is
clarified so that generally “seldom” is taken to
mean > 1 x per hour.
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FAQs

Where do the essential differences

lie between the current draft and the
published status of prEN ISO 13849-1:
2004?

e alignment with the risk graph
e concrete values for safety-related reli-
ability (PFH,)

e concrete MTTF and B, values for
hydraulics, pneumatics and electrome-
chanics

e software requirements

e amendment to the application range
* no limits to designated architectures
e only for embedded software with PL_
referral to IEC 61508

Figure 61: Selected questions

A further difference occurs through the
amendment in the interpretation of control
category 4 by which the consideration of fault
accumulation must generally be limited to two
faults.

How many faults do | have to combine
in category 4?

1. Single faults do not lead to the loss of
the safety function.

2. These initial faults are ... uncovered. If
detection is not possible, an accumula-
tion of faults must not lead to the loss
of safety function.

Remark: In practice the consideration
of the combination of two faults may be
adequate.

New: no longer dependent on the technol-
ogy of the application or the failure rates
of components.

Figure 62: Selected questions
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prEN ISO 13849-1 vs. C standards

The question of compatibility arises when one
considers that there are now a few hundred C
standards, i.e. product standards, for example
for machine tools, machining centres among
others, because all current C standards only
recognise a requirement for one control cat-
egory.

Thus in the coming years the C standard-set-
ters will have to do something, whereby they
have two options when it comes to adapting to
prEN ISO 13849-1.

Either the C standard-setters confine them-
selves to requiring exclusively a performance
level for “their” machines in the future in order
to be able to offer their “clientele” greater
design flexibility, particularly in the “medium”
performance level.

O MTTF, = low
— B MTFF=medium — — — — — — —

e | B MTTF,=high '
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Figure 63: Multiplicity of realisation possibilities

The other option is that the C standard-setters
determine a control category — in addition to
the performance level - if one wishes to have
greater influence on the structure.
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A New Approach to Machine Safety:
prEN ISO 13849-1 — Safety-related Parts of Control Systems

My C standard demands a category
to control the machine. Will a perfor-
mance level be adequate in the future?

In the meantime we should all be best served
by using the following table (caution when
realising control category 2 with the desig-
nated architecture specified! Refer to the place

e In principle the declaration of a perfor- already cited).

mance level will suffice for classification

in the future. However EN ISO 13849-1

plans the following specification for

each SRP/CS in the user information:

EN ISO 13849-1:200x

Category XPLY

Figure 64: Selected questions
B 1 2 3 4

Design in accordance with relevant standards, X X X X X
to withstand expected influences
Tried and tested safety principles X X X X
Tried and tested components X

Mean time to dangerous failure - MTTF low — high low — low — high

medium medium | high
Fault detection (tests) X X X
Single fault safety X X
Consideration of fault accumulation X
Diagnostic coverage - DCaVg low — low — high
medium | medium
Measures to combat CCF X X X
Principally characterised by Component Structure
selection

IPEC Industrial Controls Ltd.
48-109 Fernstaff Court, Concord, Ontario

L4K 3M1

Figure 65: Control categories and additional requirements
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Outlook

Without doubt a series of questions remains
with regard to prEN 13849-1. We will therefore
keep you informed within the framework of the
MRL News of further future clarifications as
they emerge.

If one attempts to summarise the effects
of prEN ISO 13849-1, these can be divided
roughly into two groups.

The first is the group of those who must merely
revise the quantification (MTTF, DC, CCF).
Here we can assume that a machine with SRP/
CSS’s will “pass” the new safety standard if
safety-related factors have been well thought-
out and executed with appropriate quality, and
that no substantial amendments will be neces-
sary as a result.

By contrast, however, amendments may be
required where complex series alignments are
realised (heading: “crash hazard” in the PL
through the summation of residual risks) and
when the designated architecture for category
2 is used.
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Notes
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Glossary

Please unfold!
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IPEC Industrial Controls Ltd.

A New Approach to Machine Safety:
prEN ISO 13849-1 -
Safety-related parts

of control systems

Glossary

B,,, value:

Number of switching operations, on which 10% of
the sample fail.

CCF:
Common Cause Failure

DC:
Diagnostic Coverage

DC_:
avg
Average Diagnostic Coverage

Designated architecture:
Predetermined structure of an SRP/CS

MTBF:
Mean Time Between Failures

MTTF:
Mean Time To Dangerous Failure

PFH:
Probability of Failure per Hour

PFH_:

o
Probability of Dangerous Failure per Hour

PL:
Performance Level

PL :

T

Performance Level Required

SIL:
Safety Integrity Level

SRP/CS:
Safety-Related Parts of a Control System
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